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VPN Solutions  VN 3100 Series VPN Concentrator

Netfox  VPN Solutions are cost eff ective way of securing and 

interconnecting Head Quarters with branches and off ice’s to data 

centers with 100% uptime. It enables seamless and secure remote 

access to CRM, ERP and Intranet applications.

Netfox VN 3100 Series are deployed across Banks, Financial 

Institutions, Corporates and Retail showrooms across the Globe.

High performance VPN using any ISP Connection!!!

• 100% Uptime

• Scalability

• Security

• SLA Monitoring

• Logs & Reports

• Ease of Management

• Remote Manageability

Illustrative Diagram

For Head Off ice



VPN Features SSL IPSec
Easy of Use Easy Diff icult

Encryption Good Good

Client Required Yes Depends on peer service

Site to Site VPN Yes Yes

Client to Site VPN Yes Yes

Concentrator failover setup Easy Very Diff icult

Concentrator load balancing setup Easy Very Diff icult

Multi Homed Concentrator Yes No

Multicast Traff ic Yes No

Bridged Interface Yes No

Router Interface Yes Yes

Certified based authentication / PKI Yes Yes

Password based authentication / PSK Yes PSK

Works over NAT Yes Not work with Some peers

Works with Dynamic IP / Dynamic DNS Yes Yes

Client device  MAC binding Yes No

Virtual Server Support Yes No

Advantage on SSL over IPSec

Ordering Information

Models Recommended Users Notes
VN 3100 - 25 - Y Upto 25 concurrent users Y refers to subscription years.
VN 3100 - 50 - Y Upto 50 concurrent users Subscription Year Options: 1 Year and 3 Years
VN 3100 - 100 - Y Upto 100 concurrent users
VN 3100 - 200 - Y Upto 200 concurrent users

Features

 ✓Multiple virtual VPN servers 

 ✓2x scalable appliance

 ✓High Availability

 ✓Load balance & ILLB

 ✓Works with all ISP links 

 ✓No static IP requirement

 ✓Auto  Failover of VPN tunnels 

 ✓IDS/IPS  | GeoIP Filter | PFS

 ✓ Encryption : DES, 3DES-192, AES (128 & 256), 
    Blowfish-128

 ✓ Message integrity: MD-5 and SHA-1, SHA256               
SHA384, SHA512

 ✓  Password protected Private key
 ✓ Monitoring of connected / disconnected VPN 

     clients on  a real-time basis

 ✓ Alerts on VPN client failure 

 ✓ Daily scheduled reports 



 The Netfox NF 10 is a revolutionary and cost-eff ective way of securing and 

interconnecting Franchise/ branch off ices to data centers and head quarters with 100% 

uptime for application server access, surveillance and remote manageability  It frees 

you from the tyranny of continuing payments for signature updates and maintenance, 

without really finding out whether it actually pays you back

 It works with any internet provider connection whether the IP is local IP or a 

public IP. Ability to failover the VPN between ISP links. Support both Wired and Wireless 

ISP links for Bandwidth Aggregation, Active-Active Load balancing and failover and 

comes with built in Domain filter to allow only specific domains on specific port numbers 

required for branch locations.

Reclaim your freedom!
Think 100% connectivity!  

Think business productivity!

Think application failover! 

Reduce costs!

Hardware Specifications

Interface

2x10/100 Mbps WAN

3x10/100 Mbps LAN

1xUSB Port

Button Reset / WPS

Antenna 2 Detachable Antennas

Dimensions(mm) - HxWxD 25x130x90

Colour White

Weight (kg) 0.5

Power Supply (AC Adapter) 12V/1A

Wireless Standards IEEE 802.11b/g/n

Coverage 30 meters

Certifications CE, FCC, RoHS

SoƜ ware Specifications

DHCP Server, Client, DHCP Client List

SPI Firewall Port Forwarding, Virtual Server, MAC/
IP/Port Filtering, SNAT, DNAT

Web Security Content Filter & Domain Filtering

VPN SSL / IPSec*

VPN Passthrough PPTP, L2TP, IPSec

Dynamic DNS DynDNS, No-IP, CustomDNS, freeDNS

Note: 
1. This is not the product to be sold to individual off ices.

2. Recommended for Franchise , branches with 8-10 users locations

3. This is not a UTM product (no GAV & IDS/IPS)

Netfox NF 10

Stop Unwanted Site Access

Secure VPN Access to HO

Network Failover & Security

Remotely Managed & 
Secure  Remote Access

Save Money & Time

Ordering Information

Models Recommended Users Notes
NJ-1000-Y Upto 10 concurrent users Y refers to subscription years.

Subscription Year Options: 1 Year and 3 Years

For Branch Locations



Connectivity Solutions for:
 | Inter Offi ce - Branches
 | Retail Outlets
 | Banking and Financial Segment
 | Surveillance Access Solutions

 | Co work with any UTM and Router

 | Supports MPLS, Leased Line and Broad Band                
         for Seamless failover
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Netfox products come with direct OEM support round the 
clock by trained professionals for product configuration and 
support. Netfox helps customer  on  security best practices to 
make the network hacker free and more reliable.

Netfox Support

enquiry@netfoxfirewall.com
www.netfoxfirewall.com


